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Annex 2
AML/CFT and Sanctions Risk Appetite Statements
AML/CFT and Sanctions Risk Appetite Statements are established in line with Risk Policy and
Strategy and Risk Appetite Framework, and Luminor is committed to remaining vigilant to
prevent money laundering and terrorist financing through the prevention, detection, and
reporting of unusual activities.
At Luminor, we recognize that preventing money laundering and identifying possible terrorist
financing activities involves constant diligence, continuous professional development,
awareness raising and the ability to keep pace with the trends and emerging risks in the
financial crime area.
We do not accept any identified activity related to money laundering, financing of terrorism
(hereinafter ML/FT), other types of known financial crime, sanctioned persons, and does not
enter or maintain business relationships that are associated with ML/TF risks, which cannot be
mitigated effectively.
1. Absolute limitations based on laws and regulations
Luminor will not under any conditions establish a relationship with Customers falling under the
categories below. Should any relationship with the Customers listed below already exist,
immediate actions shall be taken to restrict and eventually close the Customer’s access to
Luminor’s services and products, and to cease the relationship:
1.1.
1.1.1.
1.1.2.
1.1.3.
1.2.
1.2.1.

Prohibitions as defined by the Directive (EU) 2015/849 of the European Parliament and
of the Council
Keeping of anonymous accounts, accounts with fictitious names, anonymous safedeposit boxes, anonymous individual strong-boxes, anonymous savings book.
Any relationship with a company who has issued bearer shares or other bearer
securities.
Any relationship with a shell bank.
Prohibitions as defined by national and international economic and financial Sanctions
Regimes
Customers, sanctioned by the UN, EU, UK (HMT), SE, NO, US (OFAC), national
EE, LV, LT regulations are not serviced, as well as transactions related thereto.

1.3.
1.3.1.

Prohibitions related to financial crime
Luminor is not servicing customers and/or transactions, where it is suspected that
financial crime and other illicit activities are happening (such as human trafficking,
smuggling, extortion, wildlife trafficking, illegal distribution of arms and munitions,
proliferation of weapons of mass destruction, narcotics, pornography) or acting
without the required license in the jurisdiction in which they or Luminor operates in.

1.4.
1.4.1.

Prohibitions related to Financing of Terrorism
Customers and transactions related to the financing of terrorism (e.g. foreign
fighters, activities in war zones, fundraising through crowd-financing platforms for
purposes which could be suspected as related to the financing of terrorism
activities, etc.) are not serviced.

1.5.

A customer is refusing to provide sufficient KYC (know your customer) or transactions
related information, e.g.:
Any customer who fails to provide material information or documents required for
the application of due diligence measures.

1.5.1.
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1.5.2.

1.5.3.

1.5.4.
1.5.5.

Any customer, where the required source of funds and/or source of wealth cannot
be identified or when the assets are known or suspected to be the proceeds of
illegal activity.
Where full clarity and/or evidence of high-value and/or unusual transactions and
transaction patterns that do not have a reasonable economic or lawful purpose or
that are not characteristic of the given business specifics cannot be obtained.
Where legal person concurrently conforms with first two indications of Shell
Arrangement1.
Where a full clarity of the identity of the Customer’s ultimate beneficial owner
cannot be obtained, or where there is a reason to suspect that a person is
attempting to establish a Business Relationship or conclude an Occasional
Transaction as a front to another person - i.e. secretly acting on behalf of someone
else.

2. Absolute limitations based on Luminor’s risk appetite
Luminor will not under any conditions establish a relationship with Customers falling under the
categories below. Should any relationship with the Customers listed below already exist,
immediate actions shall be taken to restrict and eventually close the Customer’s access to
Luminor’s services and products, and to cease the relationship:
2.1.

Any other customers or relationships with limited possibility to mitigate the risks linked
with the relationship, Customers whose reputation or type of business may impair the
reputation of the bank, e.g.:
2.1.1.
Any business related to cryptocurrency miners/traders, ICOs, STOs and e-wallet
providers (including intermediaries).
2.1.2.
Any customer considered to be high political power with questionable reputation
and integrity and where a source of funds and/or customer's source of wealth
cannot be clearly identified.
2.1.3.
Any customer that has no strong connection to Latvia, Estonia or Lithuania, unless
the business model and structure are well understood and business connection to
the Baltic region is traceable.
2.1.4.
Any businesses that represent the level of risk that Luminor organizational
measures cannot mitigate:
2.1.4.1.
payable through accounts, money transit arrangements;
2.1.4.2.
entities related to fast money transfers from high-risk jurisdictions (Money
Service Businesses; businesses who are transacting behalf of the customer
other than Luminor own customers, cash businesses, remitters, mobile money
operators). Further guidance is available in the relevant procedure.
2.1.5.
Repeating inquiries from Correspondent Bank, Financial Intelligence Unit,
Financial Supervisory Authority or other authority, indicating potential ML/FT risks.
2.1.6.
Any business relationship with individuals or entities known to be related or
sentenced guilty in money-laundering, terrorism or financial crime activity (if the
offense is not expired).
3. Conditional risk limitations subject to authorized approval
Luminor will only establish and retain a relationship with customers falling under the following
categories if reviewed and approved by the designated Customer Risk Forum (hereinafter CRF)
or designated managerial positions as defined in Customer Risk Forum procedure. Further
limitations specified in subsequent procedures on products, services, and non-facing channel
usage may be applied as follows:
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Annex 2. Anti-Financial Crime and Sanctions Area Definitions, definition of Shell Arrangement.
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3.1.

Customers

There is any kind of adverse media information related to business integrity concerns, tax
avoidance, liquidity or bankruptcy risk, criminal investigation, court cases or any financial crime
issues2.
3.1.1.

Legal entities

3.1.1.1.

Any customer with significant sanctions risk exposure which arises from
customer, his ownership structure, controlling persons, affiliated countries
which are targeted by the sanctions, business activities, main business
partners, business industry (like dual use goods, military goods, oil, gas,
aviation, nuclear, shipping and forwarding services in countries where
sanctions restrictions applied), used services, products and their delivery
channels or performed transactions perspective.

3.1.1.2.

Embassies/consulates/military attachés from high-risk countries, companies
operating the ammunition trade, business related to ferrous, non-ferrous or
precious metals, gems, jewellery, works of art, cash collection, asset
management and Forex transactions.

3.1.1.3.

Foreign legal entities, if the actual Beneficial Owner is a Politically Exposed
Person (PEP).

3.1.1.4.

Local legal entities, if the actual Beneficial Owner is a foreign Politically
Exposed Person (PEP).

3.1.1.5.

State-owned or national lotteries that are majority owned by the government
or national NGOs.

3.1.1.6.

Business relationship with entities engaged in payment service providers
(PSP) offering services to the Bank customers, casinos, gambling, online
betting in a situation where risk assessment results indicate lower risk. Some
examples are:
Locations, markets, and customers served by the potential customer are
non-high-risk;
Full KYC measures are applied to the Customer´s customer base;
served customers are on-boarded by Luminor (shared customers), banklink service (applicable for PSPs);
A potential customer has a valid license issued by competent authority;
The legal person is subject to the external and internal audit process and
internal control system applicable to the AML/CTF area is periodically
assessed;
Other aspects which indicate to lower-risk business nature.

3.1.1.6.1.
3.1.1.6.2.
3.1.1.6.3.
3.1.1.6.4.
3.1.1.6.5.

3.1.1.6.6.

3.1.2.
3.1.2.1.
3.1.2.2.
3.1.2.3.
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Private individuals
Foreign Politically Exposed Persons (PEPs).
Onboarding based on e-residency factor only.
Any customer with significant sanctions risk exposure which arises from
customer, his activities, used services, products and their delivery channels or
performed transactions perspective.

Applicable to High-risk customers only.
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3.2.
3.2.1.

Products
Opening non-EUR denominated account to non-resident customers outside of
EU/EEA.

3.3.
3.3.1.

Channels
High-risk customers in case of onboarding using remote channels.

3.4.

Geographies

3.4.1.

3.4.2.

3.4.3.

3.4.4.

Any customer registered, has material business operations, has
representatives/shareholders/beneficial owners or has entities in the group
structure registered in the offshore jurisdictions (see High-Risk Country list) or CIS
countries3 (please find additional limitations to CIS countries in the footnote).
Any customer registered in a country included on the Financial Action Task Force’s
(FATF’s) list of high risk and non-cooperative jurisdiction, as well as EU high-risk
3rd countries list (including legal entities whose representatives, shareholders or
beneficial owners are from these jurisdictions).
Any new non-resident (outside of the Baltic region) Customer; the relationship
continuance may be considered only if the business model and structure is
sufficiently understandable and there are no financial crime concerns.
Ownership changes in legal entities registered in offshore jurisdictions or local legal
entities which have shareholders registered in offshore jurisdictions (if changes are
related to shareholders from offshore jurisdictions)

All other situations where customers falling under categories where according to the Beneficial
Owners Identification Procedure review and approval by the designated Customer Risk Forum
or designated managerial positions as defined in Customer Risk Forum procedure is needed.
Compliance function retains the right to perform compliance assurance activities on decisions
and may use a veto-right and escalate the cases to the Management Board, Group CEO or
Supervisory Council, to prevent the organization taking risks which are not permitted based on
Compliance Policy, Anti-Financial Crime and Sanctions Standards or any applicable law and
regulation, if relevant.
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No new business relationship with customers registered in CIS countries or representatives/shareholders/beneficial
owners from CIS countries will be established. Exceptions allowed to entities which have CIS citizens with local country
permanent residence permit as representatives/ beneficial owners, or CIS citizens are already serviced as related to
existing business customers.
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